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Information and Data Protection Commissioner

CDP/COMP/159/2024
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COMPLAINT

1. On the 24" April 2024, | (thc “complainant” or the “data subject”), lodged a
complaint with the Information and Data Protection Commissioner (the “Commissioner”)

pursuant to article 77(1) of the General Data Protection Regulation' (the “Regulation”),

alleging that [N (the “controller”), failed to comply with the

complainant’s request dated 23™ April 2024, to remove an online article? featuring his personal
data, which was published on its online portal on the [l Il 201 1, pursuant to article 17
of the Regulation.

2. The complainant submitted the following relevant facts in relation to his complaint:

Summary of Events

a. that the complainant initially contacted the controller on the 23" April 2024 with a
request to erase an online article® featuring the complainant’s personal data, which was

published on its platform on the 15" February 2011;

b. that the article in question is not only inaccurate but also relates to an accusation of which
the data subject was acquitted, along with a minor accusation regarding the use of
electronic devices. The controller contends that the information is no longer relevant and

unnecessarily invasive of the data subject’s privacy;

' Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of
natural persons with regard to the processing of personal data and on the free movement of such data, and repealing
Directive 95/46/EC.
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c. that despite providing a detailed explanation and legal basis for the request, the controller
denied the request on the 23™ April 2024. Its justification cited the provisions of the
Regulation, which afford special protection to journalism when processing personal data

in the public interest, to protect freedom of expression and information;

d. that the complainant believes the reasons given by the controller do not hold up under
Regulation’s scrutiny, failing to account for the significant impact this continued
publication has on the data subject’s personal life and mental well-being. In a close-knit
community such as Gozo, the article immediately surfaces when the data subject’s name
is searched online, continuously exposing them to public judgment and negative

perception;

e. that the complainant argues there is no journalistic protection in allowing a fourteen (14)-
year-old case to remain online and that no public interest is being safeguarded by doing
s0. The data subject is not a public figure and his profession as a [JJjjiilldoes not diminish
his right to be forgotten; and

f.  that the information contained in the article is irrelevant to the public and its continued

publication unjustly causes the data subject to be perpetually judged and stigmatised.
INVESTIGATION
Request for Submissions

3. Pursuant to the investigation procedure of this Office, the Commissioner provided the controller
with a copy of the complaint, including the documentation attached thereto, and requested it to
put forward its submissions in order to defend itself against the allegation raised by the
complainant. By means of an email dated the 16™ May 2024, the controller submitted the
following principal arguments for the Commissioner to consider during the legal analysis of the

case:

i.  that the complainant has requested the removal of a 2011 court report published on

the controller’s portal, which referenced criminal charges filed against him;
ii.  that from the outset, it should be noted that the controller initially agreed to amend

the article in question to reflect the outcome of the case, which had not been

reported at the time;
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iii.

vi.

Vii.

that this version was clearly marked as an update. However, the complainant’s

request to remove the article or his name was denied;

that recital 153 of the Regulation provides specific protections for journalistic
purposes in instances where personal data is processed in the public interest,
safeguarding the public’s right to freedom of expression and information, essential
in a democratic society. Additionally, this protection is reinforced by the Data
Protection Act (Cap 586 of the Laws of Malta) (the “Act™), specifically Article
9(1), which provides:

“Personal data processed for the purpose of exercising the right to
freedom of expression and information, including processing for
Journalistic purposes or for the purposes of academic, artistic or literary
expression, shall be exempt from compliance with the provisions of the
Regulation specified in sub-article (2) where, having regard to the
importance of the right of freedom of expression and information in a
democratic society, compliance with any of the provisions as specified in

sub-article (2) would be incompatible with such processing purposes:

Provided that when reconciling the right to the protection of personal data
with the right to freedom of expression and information, the controller
shall ensure that the processing is proportionate; necessary and justified

Jfor reasons of substantial public interest”,

that the news report mentioning the complainant pertains to court proceedings
involving charges of misuse of telecommunications equipment and sexual
harassment. This news report remains ‘proportionate, necessary and justified for

reasons of substantial public interest’ and thus falls outside the Regulation’s scope;

that the complainant, as a || N BB fu!fils an important public role, which
should not be dismissed lightly. Indeed, the magistrate presiding over the case

emphasised in her judgment that the complainant, |, was expected to be

more aware of the legal implications of his actions;

that it is further relevant to note that the complainant was legally represented by i
I during the criminal proceedings, which is pertinent considering i}
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vili.  that the complainant’s | p!2ccs him in the public

eye, subjecting him to greater scrutiny, which includes disclosures about his past

activities. This case, when initially reported, was a matter of public controversy

and remains so today, [
CEO0 e Calees o8 u Ssss e aal e

ix.  thatthe public has a right to know such information pertaining to a | SRR
including the name of the individual who was found guilty of the crime perpetrated
against her. The passage of time should not shield past misdeeds from public view,
particularly when the complainant retains a semi-public profile as | NS
. 2nd when the crime in question also concerned a semi-

public person, who went on to become a public person;

x.  that additionally, the complainant previously sought public office as a candidate

for the G I E— N o ing

that the complainant has always flirted with public exposure;

xi.  that under these circumstances, the public’s right to know trumps any other
consideration and despite the passage of time since the criminal case was decided,
and in line with the exemption afforded to journalism by the Act and the

Regulation, the controller continues to decline the complainant’s request; and

xii.  thatthe controller urges the Commissioner, in its deliberation of this case, to uphold
freedom of expression and the critical public function of journalism to keep the
public informed, in accordance with Regulation’s provisions, which were not

intended to serve as a tool for erasing significant public records.

4. On the 23™ May 2024, the Commissioner provided the complainant with the opportunity to
rebut the arguments submitted by the controller. Accordingly, on the 8" June 2024, the

complainant submitted:

* I (N —2023).
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ii.

iii.

v.

that the controller incorrectly states it agreed to amend the article in response to the
complainant’s request. The complainant did not request an amendment but rather
sought the article’s erasure due to the passage of time and the reasons provided in
his submission. Instead, the controller chose to amend content related to an incident
from fourteen (14) years prior, which neither changes the overall situation nor

alleviates the aggravation felt by the complainant;

that the controller conflates multiple issues in its response, including special
protections for journalism, freedom of expression and the public’s right to
information. The complainant asserts that these rights were sufficiently addressed
by the article’s initial publication when the events occurred. Given the article has
remained online for fourteen (14) years, it has lost any meaningful historical value,
and journalists have had ample opportunity to express themselves freely and the

public has had uninterrupted access to this information during this time.

that the complainant secks the erasure of the article, based on the following

considerations:

“(a) That after all this time there is no more any public interest involved;
(b) 1t is causing a negative impact on the undersigned which far outweighs
any considerations of public interest or right of the public to know (in fact
it at best the article would qualify as “gossip”” and nothing else);

(c) the contents of the article even as amended effects nobody else except
the undersigned in a negative manner;

(d) the contents of the article are no longer relevant to-day, time has
passed, circumstances have changed, and people have also learned from
their mistakes;

(e) I was then, and I remain now a private citizen, and therefore the

contents of that article have no relevance in the public arena”,;

that the controller’s explanation of the legal implications under the Act is
unnecessary, as the complainant asserts that due to the passage of time, the article
no longer fulfils the requirements of being proportionate, necessary or justified in
the absence of substantial public interest. The complainant noted that “{tJhe fact
that the undersigned is a |l does not mean that I am exercising a public
Junction much more than a dentist or an orthopedic surgeon would. It would have
been different if the reported offence was connected with the work or profession I

perform. The reported offence could only be attributed to a momentary instance of
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human frailty, something that was not repeated and did not affect the exercise of
the public function, if exercising the function of o ||k ov!d indeed be labelled

as a public function”;

that “/t/he reference to NN <7< the fact that the undersigned was two

N (s spurious another attempt to confuse the
issue. (@) The fact that I s r:cither here

nor there for the purpose of my complaint, (a) defendant is free to engage
whichever | e chooses) (b) The fact that 12 years later after the reported

.
I, /:c.5 nothing to do with the substance

of this complaint. Otherwise one would have to conclude that the aim of our
celebrated journalists at the [the controller] and for that matter any other journalist

is only to disparage whoever comes within their radar”; and

that had the news report appeared in print, it would have been archived like other
reports and accessible only through formal archives, as is customary with court
records. The very essence of the right to be forgotten lies in such archiving
practices, enabling those interested to conduct deliberate research, as journalists
appear to have done. With the article available online, its continued accessibility
ensures that anyone searching the complainant’s name finds the article, thus
breaching the complainant’s right to privacy and to be free from unwarranted

perpetuity of past information.

In line with the Office’s complaint-handling procedure, the Commissioner provided the

controller with the final opportunity to rebut the arguments made by the complainant. In this

regard, by means of an email dated the 26" September 2023, the controller submitted its reply

and highlighted the following salient arguments:

i.

that “[the controller’s] action to the amend the article in question with the outcome
of the case was only intended to provide readers with an updated version of the
facts since the court decision was never reported. It was simply an act of honesty

towards readers and the complainant”;

that “[the controller] stands by its decision to deny the complainant his request to
remove the article for all the reasons outlined in our letter dated 16 May 2024. We
beg to differ with the complainant that there is “no more any public interest

involved’ in the story ",
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iii.  that “[t)he complainant insists that he is “a private citizen’’ and the contents of the
article “have no relevance in the public arena”. Apart from the arguments already
raised by [the controller] in the letter dated 16 May 2024, in which we argue that

the complainant should be held up to greater public scrutiny, it has recently come

to our knowledge that the complainant currently occupies || N NN
[

iv.  that “[tlhe complainant occupies I
I Orce again, this role thrusts the

complainant in the public spotlight, justifying the continued scrutiny of his actions,

past and present”,

v.  that “[tlhe reference to I /5 c'ing

but a “spurious attempt to confuse issues ", as the complainant rebuts. The fact was
highlighted to show that the complainant continues as recently as a couple of years
ago to be involved in public life. If anything, it is the complainant’s statement that
“the aim of our celebrated journalists at [the controller]... is only to disparage

whoever comes within their radar” that is spurious”;

vi.  that “[t]o this end, [the controller] stands by its position that the public’s right to
know trumps any other consideration in these circumstances and despite the
passage of time since the criminal case was decided, and in line with the exemption
afforded to journalism by the Data Protection Act and the EU GDPR regulations,

we decline the complainant’s request to have the article removed ",

vii.  that “[o]nce again, [the controller] urges the IDPC, in its deliberations on the case,
to safeguard freedom of expression and the important public function of journalism
to keep people informed, in line with the letter and spirit of GDPR regulations,

which were never meant to be used as a tool to erase important public records”.

LEGAL ANALYSIS AND DECISION

General Considerations

6. As a preliminary point, the Commissioner establishes that the publication of the article on the
controller’s news portal contains ‘personal data’ within the meaning of article 4(1) of the

Regulation as the information relates directly to the complainant. The Commissioner notes that
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the information is made available to indefinite number of people, and thus, this amounts to a

processing activity in terms of article 4(2) of the Regulation.

For the purpose of this legal analysis, the Commissioner sought to establish whether the
processing by the controller of an online article consisting of the publication of information
relating to the complainant, is exercising the right to freedom of expression and information
and therefore the processing activity falls within the derogations contemplated under article 9
of the Act.

Whereas a search on the website of the controller® using the name and surname of the
complainant as key words, displays the personal data of the complainant, it is however the
inclusion in the list of results generated by the search engines when a user conducts a search
using the same key words, which undoubtedly exposes the personal data of the complainant to
individuals on the world wide web and thus creates an intrusion in the rights and freedoms of

the data subject.

Consequently, the Commissioner considers that it is indeed important to make a clear
distinction between the primary publisher of the information, namely the controller, and the
search engines, namely Bing and Yahoo, where the pivotal difference is that the former is a
media house whose function in a democratic society is to impart information in the public
interest in pursuit of exercising its fundamental right pursuant to article 11 of the Charter of
Fundamental Rights of the European Union’, while the latter is an online search engine which
makes use of web crawlers to conduct searches on websites available on the world wide web to
look up the key words selected by the user and generates results in the form of a list. The Court
of Justice of the European Union (the “CJEU”) in the judgment Google Spain explained in
detail the difference in treatment between the operator of a search engine and the publisher of

a web page, as follows:

“Indeed, since the inclusion in the list of results, displayed following a
search made on the basis of a person’s name, of a web page and of the
information contained on it relating to that person makes access to that
information appreciably easier for any internet user making a search in
respect of the person concerned and may play a decisive role in the

dissemination of that information, it is liable to constitute a more

6 MaltaToday: www.maltatoday.com.mi
7 Official Journal of the European Communities, Charter of Fundamental Rights of the European Union (2000/C
364/01), available at: https://www.europarl.europa.eu/charter/pd ftext en.pdf
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significant interference with the data subject’s fundamental right to

privacy than the publication on the web page™s.

The Commissioner emphasises that the complaint was lodged against the media house, which
is the original publisher of the information, and therefore, the investigation of the complaint is
strictly limited to determine whether the processing carried out by controller is proportionate,
necessary and justified for reasons of substantial public interest after reconciling the right to

freedom of expression and information with the right to the protection of personal data.

17 of the Regulation

11.

12.

13.

Article 17(1) of the Regulation provides that the “data subject shall have the right to obtain
Sfrom the controller the erasure of personal data concerning him or her without undue delay
and the controller shall have the obligation to erase personal data without undue delay...”. In
this regard, the data subject has the right to demand from the controller the erasure of personal
data and in certain instances, the controller has the obligation to erase personal data. The
relationship of the corresponding right and obligation becomes relevant when determining the

burden of proof for the existence of the right to erasure.

Article 17 of the Regulation provides for six (6) grounds which the data subject may invoke to
request the controller to erase his personal data. However, the same legal provision sets out the

situations, or more specifically the exemptions, where the right to erasure does not apply.

The judgment ‘GC and Others v Commission nationale de I'informatique et des libertés’®
delivered by the CJEU examined the grounds listed in article 17(1) of the Regulation. In this
regard, the Court explained that “fijn accordance with Article 17(1) of the regulation, the data
subject has the right to obtain from the controller the erasure of personal data concerning him
or her without undue delay and the controller has the obligation to erase those data without
undue delay where one of the grounds set out in that provision applies. As grounds, the
provision mentions the cases in which the personal data are no longer necessary in relation to
the purposes for which they were processed; the data subject withdraws consent on which the
processing is based and there is no other legal ground for the processing; the data subject
objects to the processing pursuant to Article 21(1) or (2) of the regulation, which replaces

Article 14 of Directive 95/46; the data have been unlawfully processed; the data have to be

¥ Case C-131/12, ‘Google Spain SL and Google Inc. v Agencia Espaiola de Proteccion de Datos (AEPD) and
Mario Costeja Gonzdle=", decided on the 13™ May 2014.

% Case C-136/17, 'GC and Others v Commission nationale de | 'informatique et des libertés (CNIL) ', decided on
the 24™ September 2019.
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14.

erased for compliance with a legal obligation; or the data have been collected in relation to

the offer of information society services to children.”.

However, article 17(3) of the Regulation lists down those instances where the right to erasure
does not apply. The instances mentioned in article 17(3) of the Regulation apply regardless of
the ground invoked by the data subject in terms of article 17(1) of the Regulation. In particular,
article 17(3)(a) of the Regulation provides that the right to erasure does not apply to the extent
that the processing is necessary for exercising the right of freedom of expression and
information [emphasis has been added]. Article 17(3)(a) and article 85 of the Regulation
enable Member States to reconcile the right to protection of personal data with the right to

freedom of expression and information.

The Reconciliation of the Right to Protection of Personal Data with the Right to Freedom of Expression

and Information

15.

16.

17.

The Commissioner recognises that the right to data protection and the right to freedom of
expression are both fundamental rights'?, and further acknowledges that the rules governing the
right to the protection of personal data should be reconciled with the freedom of expression and
information. Notwithstanding this, these two rights are not absolute, and do not prevail over
one another, as they are of equal importance.

Privacy and freedom of expression have equal weight in the case law of the ECHR, and hence,
“[i]n cases which require the right to respect for private life to be balanced against the right
to freedom of expression, [...] these rights deserve equal respect”'’. Therefore, a fair balance
needs to be found between the two rights, which has also been recognised by the European
legislator. Indeed article 85" of the Regulation contemplates for exemptions or derogations
when personal data are processed in the context of the right to the freedom of expression. The
reconciliation of the right to freedom of expression with the right to the protection of personal

data is a matter which has been left to be regulated by the respective Member State.

In this context, article 9 of the Data Protection Act (Cap. 586 of the Laws of Malta) lays down

an exhaustive list of exemptions or derogations, which enable processing of personal data for

'% Article 8(1) of the Charter of Fundamental Rights of the European Union states that “Everyone has the right to
the protection of personal data concerning him or her."”, and Article 11 of the Charter provides that “Everyone
has the right to freedom of expression. This right shall include freedom to hold opinions and to receive and impart
information and ideas without interference by public authority and regardless of frontiers.”

"' Application no. 40454/07, ‘Couderc and Hachette Filipacchi Associés vs France’, decided on the 10%
November 2015.

12 Article 85(1) of the Regulation reads as follow: “Member States shall by law reconcile the right to the protection
of personal data pursuant to this Regulation with the right to freedom of expression and information, including
processing for journalistic purposes and the purpose of academic, artistic or literary expression. .
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the purpose of exercising the right to freedom of expression and information, specifically where
such processing is proportionate, necessary and justified for reasons of substantial public
interest. This provision does not give an automatic blanket exemption in every case and is

only intended to apply where necessary to strike a fair balance between the right to the

protection of personal data and the freedom of expression [emphasis has been added].

18. For the purposes of this legal analysis, the Commissioner established that the placing of material
on the internet could easily be considered to have the objective of disclosing information,
opinions or ideas to the public'®, particularly in light of the fact that the right to freedom of

expression is important and even considered to be the fourth pillar of a democratic society.

19. The Commissioner recognises that the public has a right to be informed about matters which
are capable of contributing to a public debate. The decisive factor in balancing the right to the
protection of personal data against the freedom of expression should lie in the contribution that
the published information could make to a debate of “substantial public interest”. In fact, the
wording used by the legislator, particularly the word ‘substantial’ is indicative that the public
interest should be real and of substance. The ECHR in the judgment ‘Mosley vs the United
Kingdom "* sheds further light on what is considered to be a matter of public interest, by stating

that the "focus must be on whether the publication is in the interest of the public and not whether

the public might be interested in reading it”.

20. In the Satamedia® ruling, the CJEU had the occasion to clarify on the notions relating to the
balancing exercise in relation to journalistic freedoms and the right to the protection of personal
data. In this regard, the CJEU stated that “[i/n order to take account of the importance of the
right to freedom of expression in every democratic society, it is necessary, first, to interpret
notions relating to that freedom, such as journalism, broadly. Secondly, and in order to achieve
a balance between the two fundamental rights, the protection of the fundamental right to
privacy requires that the derogations and limitations in relation to the protection of data
provided for in the chapters of the directive referred to above must apply only in so far as is

strictly necessary.” [emphasis has been added].

21. After assessing the case-law of the CJEU, particularly the judgments Lindqvist'S, Satamedia'’

and Buivids'®, it appears that the CJEU does not take a firm position on how to reconcile the

13 Case C-345/17, ‘Sergejs Buivids vs Datu valsis inspekcija’, decided on the 14% February 2019.

14 Application no. 48009/08, ‘Mosley vs the United Kingdom’, dated the 10% May 2011.

15 Case C-73/07, ‘Tietosuojavaltuntettu v Satakunnan Markkinapérssi Oy and Satamedia Oy', decided on the
16" December 2008.

' Case C-101/01, ‘Bodil Lindqvist vs Aklagarkammaren i Jonkoping' decided on the 6" November 2003.

17 Ibid No. 13

'8 Ibid No. 11
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right to data protection with the right to freedom of expression. In the absence of this, the
Commissioner examined the case law of the ECHR which, throughout the years, developed a

standard set of criteria, which includes the following:

“contribution to a debate of public interest, the degree of notoriety of the person
affected, the subject of the news report, the prior conduct of the person concerned,
the content, form and consequences of the publication, and, where appropriate, the
circumstances in which the photographs were taken. Where it examines an
application lodged under Article 10, the Court will also examine the way in which
the information was obtained and its veracity, and the gravity of the
penalty imposed on the journalists or publishers"".

22. In conclusion, the Commissioner analysed the judgement of ‘dxel Springer AG vs Germany’,
wherein the ECHR held that “the Court must take account of a particularly important factor:
the essential function the press fulfils in a democratic society. Although the press must not
overstep certain bounds, regarding in particular protection of the reputation and rights of
others, its duty is nevertheless to impart — in a manner consistent with its obligations and
responsibilities — information and ideas on all matters of public interest. Not only does the press
have the task of imparting such information and ideas; the public also has a vight to receive

them. Were it otherwise, the press would be unable to play its vital role of ‘public watchdog’ ™.

23. The Commissioner notes that this complaint calls for an examination of the fair balance to be
struck, between, on the one hand, the applicant’s right to the protection of his personal data and,
on the other hand, the controller’s right to freedom of expression and the readers’ right and
expectation to receive information in the public interest. As a decisive element, the
Commissioner highlights the essential role played by journalists in a democratic society, which
includes commenting on open court proceedings and reporting on judgments delivered by the

judiciary. In the case of 'M.L. and W.W v. Germany !, the ECHR held that:

“It is inconceivable that there can be no prior or contemporaneous discussion of
the subject matter of trials, be it in specialised journals, in the general press or
amongst the public at large. Not only do the media have the task of imparting such
information and ideas; the public also has a right to receive them. Were it

otherwise, the press would be unable to play its vital role of “public watchdog”.

' Application no. 40454/07, ‘Couderc and Hachette Filipacchi Associés vs France', decided on the 10t
November 2015.

%0 Application no. 48311/10, ‘4xel Springer AG v. Germany’, decided on the 10% July 2014,

2! Applications nos. 60798/10 and 65599/10, ‘M.L. and W.W v. Germany’, decided on the 28" September 2018.
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Recent Rulings of the ECHR

24. In response to the emerging challenges imposed by the rapid advancements in technology, the
ECHR has undertaken innovative approaches such as the implementation of de-indexing and
de-listing procedures, to strike a delicate balance between the data protection rights of
individuals and other existing fundamental rights. Until now, the concept of the ‘right to be
forgotten’ primarily entailed the de-indexing (or delisting or de-referencing) an individual’s
name from search engine results, effectively concealing contested articles. In ‘Biancardi vs
Italy'* and ‘Hurbain vs Belgium'>, the ECHR abandoned this pragmatic approach and
established that it is legitimate to demand a news portal, as opposed to a search engine, to de-
index the individual’s personal data, so long as the information remains accessible in their
internal paper and digital archives, and the public has the means to directly access it for the
complete information. Therefore, recent rulings have expanded the scope, allowing
complainants to approach the primary publisher directly, not the search engine. In this regard,
the Commissioner analysed the case of ‘Biancardi vs Italy** which is the first case in which
the ECHR has considered the question of de-indexing of online newspaper archives. In this
judgement, the First Section of the ECHR held that an order finding that the editor of an online
newspaper liable for failing to de-index an article concerning criminal proceedings did not
breach article 10 of the European Convention on Human Rights*®. In fact, the ‘ight to
reputation’ of a person accused of a criminal offence outweighed the right of the newspaper to

continue to make available a story about the incident which had led to the arrests and charge.

25. The Commissioner carefully weighed the Court’s considerations, particularly emphasising the
“clear distinction between, on the one hand, the requirement to de-list (or “de-index”, as in
the present case) and, on the other hand, the permanent removal or erasure of news articles
published by the press”. It was strongly emphasised that there was “no requirement to
permanently remove the article was at issue before the domestic courts. Nor was any
intervention regarding the anonymisation of the online article in question at issue in this

case’.

22 Application no. 77419/16, ‘Biancardi vs Ttaly’, decided on the 25™ February 2022.

23 Application no. 57292/16, ‘Hurbain vs Belgium’, decided on the 4" July 2023.

24 Ibid No. 20

%3 Article 10 of the European Convention on Human Rights: (1) Everyone has the right to freedom of expression.
This right shall include freedom to hold opinions and to receive and impart information and ideas without
interference by public authority and regardless of frontiers. This Article shall not prevent States from requiring
the licensing of broadcasting, television or cinema enterprises. (2) The exercise of these freedoms, since it carries
with it duties and responsibilities, may be subject to such formalities, conditions, restrictions or penalties as are
prescribed by law and are necessary in a democratic society, in the interests of national security, territorial
integrity or public safety, for the prevention of disorder or crime, for the protection of health or morals, for the
protection of the reputation or rights of others, for preventing the disclosure of information received in confidence,
or for maintaining the authority and impartiality of the judiciary”.

%6 Ibid No. 20
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26. In the judgement, the ECHR makes reference to the ‘Axel Springer AG vs Germany * ruling,
which sets out the relevant criteria for the balancing exercise between the right to freedom of
expression against the right to respect for private life. However, the Court observed that there
are factual differences between the case of ‘Axel Springer AG vs Germany ¥ and ‘Biancardi vs
Italy”. The former case concerned the publication, by the applicant company, of print articles
reporting the arrest and conviction of a well-known television actor whereas, as noted above,
the present case deals with the retention online, for a certain period of time, of an Internet article
concerning a criminal case against private individuals. There were two main features that
characterised the present case “one is the period for which the online article remained on the
Internet and the impact thereof on the right of the individual in question to have his reputation
respected, the second feature relates to the nature of the data subject in question — that is to
say a private individual not acting within a public context as a political or public figure .
Therefore, the Court acknowledged that the strict application of the criteria set out in ‘Axel

Springer AG vs Germany !

would be inappropriate in the present circumstances, and thus,
special attention was given to: (i) the length of time for which the article was kept onlinc —
particularly in the light of the purposes for which V.X.’s data was originally processed; (ii) the

sensitiveness of the data at issue; and (iii) the gravity of the sanction imposed on the applicant.

27. The Commissioner noted that, after taking into account a number of factors, mainly that the
information in the article had not been updated since the occurrence of the events in question,
the relevance of the applicant’s right to disseminate information decreased over the passage of
time compared to the individual’s right to respect for his reputation and the information
published concerned sensitive data, as it related to criminal proceedings, the Court concluded
that “the finding by the domestic courts that the applicant had breached V.X.’s right to respect
for his reputation by virtue of the continued presence on the Internet of the impugned article
and by his failure to de-index it constituted a justifiable restriction of his freedom of expression
(see, mutatis mutandis, Times Newspapers Ltd, cited above, § 47) — all the more so as no
requirement was imposed on the applicant to permanently remove the article from the
Internet'’.

28. On the same grounds, the Commissioner carefully considered the recent case of ‘Hurbain vs

Belgium ', handed down by the Grand Chamber of the ECHR on the 4™ of July 2023. This case

27 Ibid No. 18
28 Tbid No. 18
29 Ibid No. 20
% Ibid No. 20
3! Tbid No. 18
32 Ibid No. 20
% Ibid No. 21
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revolved around the pivotal question of whether the Belgian court’s decision, which mandated
the applicant to anonymise an online article on a news website, on the grounds of upholding the
‘right to be forgotten’, amounted to a violation of freedom of expression under article 10 of the
European Convention on Human Rights. It was not disputed that the anonymisation order
constituted an interference with article 10 of the European Convention on Human Rights, as the
Grand Chamber agreed with the Chamber that “[t]he interference in question had been
prescribed by law and had pursued the legitimate aim of protecting the reputation or rights of

others, in this case [the individual 's] right to respect for his private life .

29. The Commissioner noted that in terms of terminology, the Court used the phrase ‘delisting’ to
refer to measures taken by search engine operators, while ‘de-indexing’ was used to describe
measures implemented by the news publisher responsible for the website hosting the

aforementioned article.

30. The ECHR emphasised the importance of freedom of expression recognising that in today’s
digital age, the scope of press freedom encompasses more than traditional print and broadcast
media, in fact the Court noted that “/njowadays, the content of freedom of the press must be
assessed in the light of developments in information technology, as journalistic information no
longer consists solely of news coverage in the printed press and broadcasting media. The Court
has repeatedly held that, in addition to its primary function as a “public watchdog”, the press
has a secondary but nonetheless valuable role in maintaining archives containing news which
has previously been reported and making them available to the public. In that connection the
Court has held that Internet archives make a substantial contribution to preserving and making
available news and information. Digital archives constitute an important source for education
and historical research, particularly as they are readily accessible to the public and are
generally free (see Times Newspapers Ltd, cited above, §§ 27 and 45; Wegrzynowski and
Smolczewski, cited above, § 59; and M.L. and W.W. v. Germany, cited above, § 90), although
the Court observes that press archives tend increasingly to be behind a paywall. This function
of the press, like the corresponding legitimate interest of the public in accessing the archives,
is undoubtedly protected by Article 10 of the Convention (see M.L. and W.W. v. Germany, cited
above, §102)"%.

31. The ECHR elaborated on the multifaceted nature of the concept of the ‘right to forgotten’.
Inifially, it arose in the context of press republication of previously disclosed judicial
information, however, as news articles became digitised and widely accessible through search

engines, a new dimension of this right emerged. In fact, the ECHR highlighted that “a new

3% Ibid No. 21
35 Ibid No. 21
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aspect of this “right to be forgotten" emerged in national judicial practice in the context of the
digitisation of news articles, resulting in their widespread dissemination on the websites of the
newspapers concerned. The effect of this dissemination was simultaneously magnified by the
listing of websites by search engines. In judicial practice this aspect, known as the “right to be
Jorgotten online”, has concerned requests for the removal or alteration of data available on
the Internet or for limitations on access to those data, directed against news publishers or
search engine operators. In such cases, the issue is not the resurfacing of the information but
rather its continued availability online %, It was further noted that “from the standpoint of the
Convention, the “right to be forgotten online” has been linked to Article 8, and more
specifically to the right to respect for one s reputation, irrespective of what measures are sought
Jor that purpose (the removal or alteration of a newspaper article in the online archives or the
limitation of access to the article through de-indexing by a news outlet). In the Court’s view, a
claim of entitlement to be forgotten does not amount to a self-standing right protected by the
Convention and, to the extent that it is covered by Article 8, can concern only certain situations
and items of information. In any event, the Court has not hitherto upheld any measure removing
or altering information published lawfully for journalistic purposes and archived on the website
of a news outlet™.

The Grand Chamber underlined that when considering the request to alter archived journalistic
content online, it is crucial to carefully balance these rights of equal importance, whilst taking
into account the following criteria: (i) the nature of the archived information; (ii) the time that
has elapsed since the events and since the initial and online publication; (iii) the contemporary
interest of the information; (iv) whether the person claiming entitlement to be forgotten is well
known and his or her conduct since the events; (v) the negative repercussions of the continued
availability of the information online; (vi) the degree of accessibility of the information in the
digital archives; and (vii) the impact of the measure on freedom of expression and more

specifically on freedom of the press.

On the basis of the foregoing considerations, and in the light of the recent jurisprudence of the

European courts, whereas the Commissioner fully subscribes to the fact that media houses and

journalists have a right to retain in their digital archives, or in any other form of archives,

articles published in the public interest, on the other hand, the Commissioner equally

understands that data subjects enjoy other fundamental rights and freedoms which are

designed to protect their private life and reputation.

3 Tbid No. 21
37 Ibid No. 21
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Consequently, the Commissioner sought to put in the balance these two rights and, after taking
into account the criteria which has been developed over the years by the European courts,
concludes that, for the purpose of ensuring that the complainant’s fundamental rights are
respected while at the same time entirely preserving the controller’s journalistic freedoms by
leaving untouched the contents of the article as originally published, in terms of article 58(2)
of the Regulation, the Commissioner is hereby ordering the controller to introduce a ‘no-index’
metatag to the content head HTML of the online page subject to this decision®®, in a manner
to block search engines from indexing such page and make it appear in search results.

The controller is requested to comply with this order within twenty (20) days from receipt of
this legally-binding decision and inform the Commissioner of the action taken immediately
thereafter. Failure to comply with the Commissioner’s order shall make the controller liable

to the appropriate enforcement action, which may include an administrative fine.

Ian Deguara
Information and Data Protection Commissioner

38 Tbid No. 2
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In terms of article 26(1) of the Data Protection Act (Chapter 586 of the Laws of Malta), “any person to
whom a legally binding decision of the Commissioner is addressed, shall have the right to appeal in

writing to the Tribunal within twenty days from the service of the said decision as provided in article

23"

An appeal to the Information and Data Protection Appeals Tribunal shall be made in writing and

addressed to ‘The Secretary, 158, Merchants Street, Valletta’.?

39 More information is available on the Office’s portal at the following hyperlink: https:/idpc.org.mt/appeals-
tribunal/
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